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Signal processing andiscientific Methodolody.

x Many: signal processing papers lack rigoereus
expernmentalivalidation

Theoretical paperss: are often veriied by a single
experiment carried out onla single signal/image

Performance are only: rarely: compared With these ofi
competing schemes

Imprevements ane often justified by companng| with
only ene similar algoerithnm perfernming; Werse

s EVen woerse: vaguely described experimental
conditieons: = nos reproducibility of results

n Often, readers must simply trust the authors !
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Wiy Is this se 2

x WWe all recegnize the impertance of geoad
experiments but ...

lack off time

Lack off research groups: devoeted tor experimental
signal processing or Implementing Semeone else’s
algerthams

Non-rewarding Work
Intellectual preperty/ ISSUes

s Encourage geod experimental research

s Define a rigoreus fiermat for experment
description
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Ou appreach e RSP

m A straightfierward appreach... Share the software
and the data Set

m Proklems:
Portability: which fermat should berusea;?

Readability: are the authoers correctly implementing
the descrinearalgortnm 2

Licensing preklems: Gpen soulce or binany format 2

m Algorithms andl experments have always to e
carefully described:

Description| (& hleck diagram, ol a pPselde-code)
RParameters
Dataset
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A case study. (VA waternmarking.)

s UNIVigo previded an RSP descriptien of a paper
s UNISI tries te repreduce UNIVigo's results

m Goals ofi anroracle attacker:
17y 10 remoeyve: the Watermeark fiiom a est signal/image

m Features:
Ne kKnowledge akout the watermarking algertham
Sultable for attacking general detection functions
Based only on the binary output of the detector
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Algoeritham steps

e Stepl: Get perturbartion

L ols and find @ such that y + as is
y 2 on the boundary.
o Y e Step 2: Numerically evaluate

gradient of dy(hy(s)) and
possibly Hessian on the
boundary.

e Step 3: Update

Sk+41 = Sk —

& - [V2(dy o hy)(s)] - V(dy o hy)(sp)

/S Ytas,

0 y+3'1‘ t, e Step 4: Go back to 1.

114704/20017



Oulir RSP eljective

n [0 reproduce the results ebtained by the
authers e the paper (Unvers/ity: ol Vigor)

The Blind Newton Sensitivity Attack — (University of Vigo)

Iterations
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The experience we made

n Originale paper (conmnoen preblems)
EGCUS on the algerthm core

MISSIng Infermatiens oninitializatien and/er step
conditien details

n Vigo supplied maternai:
pPselde-code deschiption
nitializatien’ procedure

Data set: synthetic random: sequences (algorithm
provided)

n Siena Implementedi the BINSA algoritiam

Fhe implementations off BNSA did noet raise any
particular prehlem

Nevertheless, severallambiguities were still present...
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lnsights we've got

s How! te Interpret graphs with ne takles 2 IHew: were: the
results en the 100~trhals SeEgUEnces aveliagea
UniVIGO: itseli had  difficulties i repreducing results:
n Alfew ambiguities almout the initialization ke 0/0
singularties; or infinite loeps
This was explained with direct communication Between
the two UnIversities
s UNIVigo used ani approximation of the gradient
nstead of the' true IHessian (different plots; i the paper
used different set-ups)

Siena obtained comparable results: also with the
approximated version (scientific insight)
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lnsights we've got

= MAIN PROBLEM

n [he re-implementatien off Watermarking methods
(SS, SS-Angle; JANIS, GG) raised several interpretation
preblems

Communication ketween UNIViger and UNISI was
NEcessary.

s EStimation of false detection prokability was crucial
oK repreducipity, ReWeVer, the Way. It Was estimated
Was net clear

Diffierent: assumptions: (ne wWidely: accepted selution) for
the estimation
IHow! efiten were the statistical parameters refreshedl ?
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Repreduced results (1)

BNSA — SpreadSpectrum

| —&A— University of Vigo [-6.0403 dB]
| =% University of Siena [—5.9558 dB|
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Repreduced results (2

BNSA :: Spread—Spectrum Angle

| 1 1

—=&— University of Vigo [-6.0426 dB]
| —¥— University of Siena [-5.8172 dB]
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Reproduced results (3)

BNSA :: JANIS

- | —&— University of Vigo [2.5939 dB] ||
| —F— University of Siena [1.046 dB] |1
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Reprocuced results (4:

BNSA :: Generalized—Gaussian

I 1 1

| —A— University of Vigo [~1.7454 dB]
| —¥— University of Siena [-2.0363 dB]
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Conclusions

m RSP Is extremely insightful:

We 9o gained a greaterr deal oif knowledge
aeUit BNSA than an eccasionall reader

m RSP relies on previeus RSP:

AmBIguities off Invelved papers: are: cariead
GVEr futlure UsSes = more generall consistence
IS needed

x RSP Is teugh:

Fhewhole experence Was: harder than
expected - experimental-research greups
should be encouraged
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